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Abstract: Deep neural networks have demonstrated superior performance in various computer vision tasks. How-
ever, they have been found to be highly susceptible to adversarial attacks, which involve the addition of perturba-
tions to examples during the inference phase that are imperceptible to the human eye. To defend against adversarial
attacks, some works have explored the reverse engineering of adversarial examples, known as the adversarial attri-
bution problem. By attributing the attack algorithm and victim model used to generate adversarial examples, de-
fenders can gain insights into the attacker’s knowledge and targets, thereby enabling the design of more effective

defense algorithms against corresponding attacks. Existing methods have mostly approached the adversarial attribu-
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tion problem as a single-task learning problem. However, as the scope of attack algorithms and victim models has

expanded, single-task learning has faced the challenge of combinatorial explosion. To improve the accuracy of ad-

versarial attribution and meet the requirements for different attribution granularities, attack algorithms and victim

models were layered, and the dependencies between different levels were utilized. A multi-task adversarial attribu-

tion method based on a hierarchical structure was proposed. This method simultaneously performed the attribution

tasks of attack algorithms and victim models at different levels and employed hierarchical path prediction to learn

the dependencies between these levels. Experimental results on multiple datasets demonstrate that the proposed

method achieves better attribution performance compared to other attribution methods.

Keywords: deep learning, adversarial attribution, multi-task learning, hierarchical structure

0 3l

e £, IREMEMZE (deep neu-
ral networks, DNN) 7E T+ 5 LA 5t /1) 2% Fh AL 5%
g oy 8N, T8 oy BIRVRDG A RIS
RO T HEMYERE. AT, WFFTERE, DNN
W 5y 52 B Bk 3 RS O W A AFEAR I By o I
7 LE SR AR FE AR IS I — e Xk LLSE 0 (0 i 3l
Brps, 3 DNNH AR R, IMEREE
F I RE A FR A5 U RE AR 4,

WA W R BB AR T A 1] &,
— AN WA AR O PR AR SR Bt DNN, - 53—
& DNN QAT B X Le Xttt A DAS e & itk . 4t
XX HUREAAE R L, BN R T 2 R
Wi il i, BRI A a e, B
JFETF o BN B S R B B A
XTPUREA R R, B 5 R A N PR AR
IR BTN

JEEHIFEN G4 Gt B AR BB 1
TRERFTAE, AP RN HUREA AP (4 78 T
VR D o XTHUREAR A R 2 B B il 7] TFE  (reverse
engineering of deceptions, RED) fJ—if%r. R

ES Bii =1 2 B 5T v Kl i) (Defense Advanced
Research Projects Agency, DARPA) 1] /= B ,
RED & 7E T K& e % H 2l Y5 o b T BB R £
AR, ARG . RHOHLES - > Bk O A A
RGBT o W HUREA AR H 2 AR A
HHERT R B B R S (S kAN 2
B>, DT 75 Bl 977 80 2 A BB 50 M ) 7 00 SRS
XA A U BRI AR B 2 1] 1 s

FLAT, BT T AR BURE A VA R 7 T #E 4T 1 4]
APRRUSL, T8 AR T R AR U5 PR
A5y 210, F) FH DNN R HURE AR 5 Bt
FEA I SR IR HT AR B HEAT 7328, DL
HREMZ FEEA, R, HATeER AR R
ZHO—FHEAE R (S FE U H E R
B BEE, BEESGEE BTGB R KT, )
i B VA PR 2 B HBR A 1A o 5 A D 1

Guo S5 R A F 24T 55 2 ST RE AR HEAT W 1
FEARVAR o ZITTEAMNBENS AT R A 1R E IR
A, AT A HARISEEEZ KR N
THRTEXT B AR R, Nicholson 2% H
R BE BT 702, JFIRE T “HEE R 1

/ Rk KBRS e mfméz:x\ / SR \
AT “
- \
S Ytk
\4
v L)
i -ResNet18 /A
! (; iy H ‘_ %%%‘ﬁﬁ

2 il

1 OPUREAS 5 I

Figure 1  Overview of adversarial sample attributio



©04 - WZs 515 B i

118

MR, (R — Tt e i s SRR AE R 8 7 T 2 A
AR, Ak, RIESRITVERAR, [F—I
LT REJE T AR Stk . SA1, Nicholson
8 U0 AN [R) Bk ik N 0 B0 B AT 1AL
HEAFZBBEGREIE S YRR B K R

N T REXTIUREAR AR HERAZ, DU 2
[FARDRLE )RR SR, ASCET T BEE R 2 H#
BRI R IR G . DLBGE R, RSO
HHEVETT N3ANEIR, AF R DO RAS R R I R
. HEINZER CURERRZER D MRSt 32
FHEBR) T AT 028, 7 A SR
BXGE: H2AN R UM RImRZER2) ARIEBGETT
XHEATER, AEETRRER S HE TR
AT IR BaEESE: H3 =R (LU ERRZ
3 BRI RE R ANFEERBEER
EZAWAAENE R R BN, HeTHE I
MET R B E T A& det, Tk
Xt S E T B &S . A SO IX P E R R H
WA ZIRZ A BRI R o AEANR]Z O B
EHAT A RAR, HBT TR 2 X B A AE
KA T AEA [ JZ IO R A 45 BT
B, ASCIRW T —Fh BT 00 Z A5 1) 2 AE 55 00
PUEEA IR K 77 75 MAA-HS  (multi-task adversarial

attribution method based on hierarchical structure)

MAA-HS IR 2 s, H 25 0
PURFEBR IS . 2 43 SCRFIE SR BB DA K 432
B 3 A

X PR AIE B2 HUASE B 17 B $2 U0 P A AN (1) R E
fE, FER SR SR IR B AT @8 B f5 1A
2 5r SRS USTEL s 2209 SORFIE S BB B 1) 453
ANy SERTTHRIUCAS [F] 2 IR 6 URE A B IRRRAE
FORFEIEN A 43 FAEHAAT B S A
ZEEBAMDIAES . N T EHREAEZ R 5
IR H R PIRHER R A 2, AN E IR R
TIABRL I 73 i o g, BNy 2 B2 T 2
AARFZ IR ARG &R . SLgess RRY, i
FA 43 J2 G5 R T U 2008 ot BURE A VA R R HERR 2

AL FETTERIT

1) $2 H 7 Boas SR 52 3 3 A I J2 R g
$ o AEAN ] 2 00 Bl SN 52 3 F AL T 15
BRL, - LAY A2 A (7] VA BRUREFE 1 75 2K

2) et T — M T o B S M AT S 0 A
K5 (MAA-HS), FlIFH 2 43 SCRFAE 3 U B
P [F) 2 PR A B R IER R, BT R
I 2 6 A% T SR 27 2] A ) J2 U 2 8] 1) 4 0%
R, GO AT S S HESR R I o Bk Sk sz
FEHR TR

3) ¥ MAA-HS 5 & A I SRR TTIEEAN

—

> AR
EFREA

3| R
JPEGIR %

%

o

%

— >

&

*

% "

e He
¥

> 1 [ |
t

S|

> 1

s _
i

" %

% ¥

%

- o

>

4

*

™

n

B2 MAA-HSHIFE
Figure 2 Flow of MAA-HS



1

NS T RS AR S BRI R T i <95

) H e 45 F AT TSI VEAY, MSRIR S B E
5 7 |2 S5 008 308 v 1 R H0RE AR I3 PR A oA 1
Z, F T MAA-HS K6 2% .

1 tHxIME

1.1 WmKE
XFPL B tH Szegedy R I, AR TR
2 IR ), BB Rl DA ) B DA o
HMELASERE BRI S R . TR, KE
IR A PR o ARE Brd % 52 3 Y
T RARERE, Bt vl o o B B AR S
. AEBEEREEEE T IE S FEE AN —1)
R CEIRINGRESE . . BREER . BLED.
RAE Bt 7T A, BB AT 7y TR
(R A TR ) Bty o TR B ) B i
BRI T 3 R 451 2K R B R AR o Bk
A, MEET A B 0 BURE A 1) A2 e A
X B AR R B ARAL R R RS B R B Tk
Vi in) 2 HE M EGE L, HERIE A A
52 F R R A N A A SRAT A S A O PR
Ko RIEFIRHE BIAE, BEXKEH AR
BT PSR MR R T B ety . BE TR R
Bret R P A A P 28 S A ORHpURE AR, TR T3
B0 T R AR TN 1) A R A 20 AR O Bk
Ko BHYEERN T AEYE S R EEE A ) —
P, B E & A AsdE s, (|
BN AT T2 FEBERERE, TR EE
TR PRSI IMB M AFEA_EA SO HTREAS
I, ASCHE Yo A R e
111 a&ssk
P LA 5948 (fast gradient sign method,
FGSM) i FI#f FEAE ot Bube A%, Mrdiad #2 ] LA
Lk N
Xogy =X 17+ sign(V, L(xy)) (1
Horr, x @ APRZ y KRR, x4 XS B
XIHUFEA . L (1) /252 FHAE MR R sign ()
RS R E. pHRBGEREE, ne[0,1].
HAIEACEET (basic iterative method, BIM)
LT A o ik s, & — M2 Xty
2. BIMALARIR A
X=X 2

X/+y = Clip,, (x/+ a - sign(V,L(x/y))) (3)
H, x @ TR, x5 (OSBRI PiRE
K, a HRFGERIIEK, Clip () 2&— AN KET R4,
BRI BT R x B p TEE A, EDHx - x/ Hw < 7.

B 6 2R A (project gradient decent,
PGD) W& —MZBUETiE, ATLLERR N

xXp=x+R (@)

Xy = Clip, , (x/+ a - sign(V,L(x/y))) (5)
Hor, RAZ2Sx RMARBIBENEES, B R, < 7.
B T WG TR, PGD S BIM AR FEAH .

DeepFooll 24 i 471 0 o 2 S — AR AL ]
A, AU H bR R 3 85 o SR R e N B )
. DeepFool 1] LAFKiA N
0; 2s.t.f(x)¢f(x+5i) 6)

Hrp, o AERE i OERB Rk, (R
R EFHAL, Q1433535 . DeepFool ## 2 RE 181K
e iU G N7 e B S L DA N GRS SRS
Ho MTEME IS LRI TR &M 1HD ,
3R 53 28 45 H A 23 TR) X3 AT DL 22 T A R R
AP A 43 2R 48 8 LA P« DeepFool ££
XA Z A AR R AT DL 7 e LR ) e D A
o XT—RIAEL M 2K ES, X FE IR AR
AN R R I 2 THI A

C&WHULE —Fh B TR AL I 2 00 Bk i ik .
C&W I H b5 it S N A i ity BIEE 1,38
KR BN DU/ BN I O H AR AR A . Bk
i, BALARE C&W Mt n] LLR IR N

2
+

? (7

arg min
a‘i

min % (tanh (w) + 1) - x

c: k(; (tanh (w) + 1)

Hrbk(x)=max (max {z(x),;i#t}-z(x),~k)o
kAEBEEE, HTFBEHIEmE. z() 2 R
B 4k T osoftmax 2 2 A F M4 o x,, =
3 Ctanh (w) + 1) RAERIR TR A ¢ e
ZH, F Pl R Crp i T ) B
1.1.2 Z&8&

] B 28 o L Wil (simple black-box ad-
versarial attack, SimBA) J& T 3L T2 B8 %} Hi#



e 2 1 A

118

Ko BITEAERSEIRE R —H IR T I
SR — AT ), R BAS R A R
)30 78 B PRI A, IR N R 3R AT 0 ik
) B RN MR . A BT A R B R A
KE, JFRlRsRIL R85

Square Attack!!"J& F J& F /3 H ¥ Bk 7 ik
AT RS R, DA 2 B
SZIH . Square Attack & TRENLIE R, (HARTEA
BEALA R A, T2 807 T I X i € X s
FA BB TE S AE Y N IR R B R R X
SR /N P AR AR AN [] SR 1 2

Boundary Attack!!VJ& T 5 F ¥ 58 1 Mo U7
e BT el B K AT R AR B — AN
EHIREAR, ZAEAR IR ML 2 04T H52 E 3 BAL,
HoopReh R RIS, A ByIah i
FEACZ W 10 JRAGFEA SE I, B BB L T,
JFAE TR ST F AR B 5 IR R A B 3T 1 9T
FEA
1.1.3 @Ak

A X HLHE SN (universal adversarial pertur-
bations, UAP) 814 gl 55 4% T8 5% F) 3 F 5 0 8t
Hu, P u TS INBUEATIAFEA S, JF PLik
SE 1) B SRH fr RmAR 2 . L H AR 2 BB 2 LR
PN 2R ue

luf,<e (8)

p(f(x+u)=f(x))>1-1r )

Hrp, e REBRMBNMEE, f(ORRZHEBL.
A ] DeepFool 'O i kit 5 .

SGD-UAPY M I B HLAR & T B4 (stochastic
gradient descent, SGD) 77 7% >k 4 i, UAP. SGD
& PGD Wi ) — M ik . BRI E Bk
TikAl, MARERANEUR EdET L. SGD B
ZERIE W RT LB e SR T4 ) 8 3% 4K Deep-
Fool Jili 44 %4 ff] UAP.

1.2 xfutEAR)aE

Moayeri SO H 7 —Fh [ B 7 vk AR
KHPUREAR AT B 55028, 7R3 T X il
YIZRIG B B o AL 25 PR R N 2R AT 45 15 1 2 1 A
Ao HARRY, ARATER I 2R SimCLR Zwbd
FRITHRN B FUAE A BERE AR AT PR A A
AT B 502K

Dotter Z2UfH F F O 11 JZ AL N 45 4]
W7 EVE . L EFAA, S )
AR SR, AT TR T X 4N E
BHE, BPRE X e 5 B E AR
HR, ABATTAAE MNIST # Cifarl 0 3% Ff 1) /) i 4
£ BT TS8R .

LiZ P2 i Mo T HABEFE (attack toolchain li-
brary, ATL) DLBE J7 {8 i AE Bl DAAL#S 9 o0 IR 25
Ot AL REG (deepfake B
), IR ResNet50RFAEFRI A I E— A2 2K
ML (multilayer perceptron, MLP) 432845 ) 45
K, RER T Boh BIEAN S FHE A AR

Nicholson Z 52 H T B e &, IRt
PUREA )3 7] TREFR R IR B 2 2] 1), B AR
Bl FRFATES O AT 702K ARATTRE 57
BBk A g et Basut LU T8t 34
B, WMEGEEEE R E 4P BEE R, A
JPEG R4 BiE RO iiish, %5 FI FH ResNet50
Gy AT B FE A B R VA A

Guo SN A 5 R 3 SR JH B B RE
AR 3 M E R, WIUGREE. 2 EER
R sa g . Bl A TAE R 2508 —FhI
HE R (Y EEEZ HEHE D AR, B
FH UGS BT BGERRY K, BahE BIAE A
G BRNE AN T [l 1), BB S22
LAY+ Mk e P P 2 A 1 ) S B R (s 1
PR RAER TP E . Bk, ATk
X P B R E SO AR 5554 2] Tl L, IF 3R —
MZAT X HUARK (multi-task adversarial attribu-
tion, MTAA) J7ikLARI A 3 M {5 S .

2 WHEZESZTEERBEREN
21 BERBARREH

3TN T AR SCHE I B L 1 2 IR A
¥, e MRS (A& BRI
5 AR AR B B S (A
Bt EE . FE @S 2T A &G
HREGWEHZ W —MEd ik, elEa &
P B X PRS), (HBGE AR TR EH
BERE S, T B8 N B sh i n 214
ANFEAR AR RRHUREAS, DRI AR SR 8 FH Bt &)
NP R e NEE, MAA-HS



513 MBS HT 0y B M 2 AT 5 R DR A R 772 ©97
DIEIWEFN
E’:{ﬁtl ...................................................................... 0_FGSM
. 1—BIM
8 2Lt 2—PGD
g AN L N e 3 DeepFool
4—C&W
biiRian 5—SimBA

6—Square Attack
7—Boundary Attack
8—SGD-UAP

8

K3 B Sk iz R G

Figure 3 Hierarchical structure of attack algorithm

TEANFZ IRAT A R B Bk 28, IFR]
FAAS R By B 2 AN R J2 MO G 2R, A1 0
153 MR BT MR 2 B () 2% A5 . J T I
JEIREERE,  WUREAS ) DR AR AT DL 27 ) B 4 1 1)
FRIE RN R X o %% Fh e 5008 B, C&W T
R BRI T XA > 5T
AL BT —C&W B 42 W BT A 1 R B 3 R % .
THIEEAN 73 2 B A0 BT MCKH 380 248 2 A B o B
ISR, AT SRAN [F] 2 0 TR G 2R
22 ZEEHRBREREN

K4 JEoR 132 E BB 2R GG, e AHHRL
JE 1 DNN 454, BI&EFIAZE M4 (convolutional
neural networks, CNN) 5 #{ 4% Transformer (vi-
sion transformer, ViT) VEAZ NI AL I 2845
ASCHREH BB 5L Z IR G M 5 52 F R JZ IR g
FMIFIN3 IR, ARSI LA BA R )2 IR G

3 MAA-HS

A HE H ) MAA-HS 1] BLEE AS [5] 2 R 3T
WHFEARIHKAE S . MAA-HS B 5 4R 224 1 & 5

.....................................

.................................................

5

PIETREFN

Inception

............................

Fios, FEAFEIANES: OXF PUFFAE 5 B
B H T HRBCHUREARRRIE: @2 4 SCRHIERR
WU, F T AEAS [R] 2 O O U AR FRRFAE 5
@R, 152 3 SCRE SR BB R 70 52
EREBNRE, A TARBRBGE
oy B2 FHEH 2K
3.1 XHUAHERBUER

DL W 78 T AE K 2 B 3 4 6 oA A gk
AT R PUREA BV R o 2 B8 B HURE AR A B AL
BLEXTPUILEN, R E R A FE AR 145 A A
M, E AR N R AR AT UE R RO AS G
AT 1M 358 43 T A 3 5t 52 R A A o (1 3 B 3
BEAT A . WFFEN, JPEG JE461% 2 v DL ok
fl vt gt sl . A V2 05 TAE(EH JPEG
JE 48 59k L Bt Budh 523, Nicholson 25151 i
FH JPEG J 4 53252 UM L 3 20 3EAT X ke AR 15
K. 25 FE 3 JPEG e 45 515 I A R H2 B 58 5 (1) 5%
Fiitzh, B HuE H JPEG 45 15 2 1] fig 2 2 0%
YRR 5 S, BT DL SO A i 4 )
28 43 B U FURE A AT IPEG JE 46 157 2 IR AL

0—ResNet18
1—ResNet50
2—VGG16
3—VGGI19
4—InceptionV1

Vision Transformer

S5—InceptionV3
6—ViT-Tiny/16
7—ViT-Small/16
8—ViT-Base/16
9—ViT-Small/32
10—ViT-Base/32

Patch=16 Patch=32

O

8

7

K4 2EEBR R
Figure 4 Hierarchical structure of victim models



~98+ W12 552 1 22 2 1%
L _________________________ MGUHESRRB SO PEGEIBR i AR
B - 47/7
R H5E > > | | scisrass sepn
XA L L
B HFAE & LR /]
JPEGi% % LV L

B5 MAA-HS {3k 4
Figure 5 Overall architecture of MAA-HS

R CSr R R =R Y S NE A
TEFEEUSE R
3.2 o FHEREUER

2 SRR E 6 R, 0, v 3,
X T B R 52 R Z IR G R ) JZ I b
A HIBEE AN S AR IR G R 3 )2,
Rlb € {1,2,3 3o A[EIEFEAEStmr U AN E
JEREERIPY . KT 200 SRR BGRB8 0, 242
FRARRRE 7P R RFIE I, XSRS B 0, 3E4 T AH
PR AR 732 Billn, SoEanm i T o
2 (RPRR BRI S 5 i, F5 8 i ==
BB I AT AR, TR 7R 2 v A0 R R R AE
Bl MR, BHZEIEHTH2E (RS e
M W AUE XD W, i AR R R AL
AN, R, 25 SORESR USRI AT 4%
MEENRH BRI, B EEMA L2 5 PERRm
REAESRARUEAS [F) 2 U RFAE 22 18] ()3 38 1

%53 RSB

3.3 SRR

Gy RPN 6 Fion . A SOK BT 5L 2
FH B VAR 2 SUNPIA 7 FAT S o o SR
TN S AT HATAFZ K53 AT 5o X
T30, BTSSRI R R E R b
I AN AT

1
L{:)lsl o z ZCE(eb(x)’yb]) (10)
xeD
1
Loy, =+ D Ler(0,(x)4,) (11)
xeD

Hrb, DRCEXTIREALIELE, 0,(x) KDL
0, I1% H logits, ybﬁﬂybzﬁj\%ﬂﬁﬂé}%ﬁ(bﬁﬁﬁﬁ
Wk M2 FE B R ) B SEAR S, [ RN
XK R
331 4 EHATRN

A0 M) R B Al A A [\ Z )
U RN 2 FH A )y A5, TR %
J&JZ O] A A5G Z 5 PR A SCAE X (7) 1 B i

CESLSS

__ﬁ Hﬁ JER3

JZik2

el | O\ FRE

[ |
g

A

6 I SCRFEFR UYL 7 A

Figure 6 Multi-branch feature extraction module and classification module



H1 Mgk AT

SEFI Z AT S A B A A R 77 <99 .

IR AN SR AR TN SR 2 2] AN R JE IR (R
AR AR
p(y,)x) = softmax (0, (x)© (12)
(A+p(yy-1k)))
Hrp, 0, (x)REDLO, M4 H logits, p(y,x)&
TNGY S0, TIMINERS, A RRAUE . TETFR 3
0, A IIREZE p (p,be) Z 1T, B JetRfE b —AN 3
TR p (p, - ) FETR O, (x), HRJ5 i) L5
MRk . Bk, RAE12), 0k
MR BRI 2 H H BRI 2 RS0, 19136,
TR logits el E—2 0, | BT o
Kl 7 feon 1T U SR B Mok RE AR T 40 4

e, [ i R Y A ok S92 A 52 7 2 A A3 A e 5
dif5 BB FR, A 2S5 IR
I BEAT MUy 5320 32 5 3 R ) R 55

% Kendall I R, ZAE 552 ST
PEREAEAR KRR B IR T A [FAE 55 22 18] AL
PRIk, ASCRA T AREATE ISR, ER
AN BRI N 3080 1 2 TR A 55 AN S 1R )
[T ZAHE N IR KR HE R AP IR, &
Fos 73 FAE S ML R BT HiR O

PO (x).0) = softmax(%fW(x)) (13)
o, () BT BRI x 1 % T 55 2%

AR R T, Rkt ) e n e SRR Ol (0),0) AR
KK, 3 GHCFRI) ik logisfs 110 o8t PATRIG, AAEEDS ", (L
ERUN L2 OIRFRKD MRgdukmp e .
TIAEAR . SimBA fll Square Attack J& T-3& T 7 %) ﬁi&}ﬁXﬁiﬁ(lS)Jﬁ{;iﬁn fit

Py vlf T (x),0) =

Yok, R e 14 H 1 logits 75 23 LA T 0 30
W it % . [/ ¥, Boundary Attack 1%
logits 5 Z e LA T 4R 5 (1) B0t (1) A %

3y |

PO ()l () Y
o,y ey RS R K MES (O, B

PURFEAVAR R B S ER S AL IRAE 55
BJRBURREEp (V" (x),0) OO TR
LASRHERE %‘é&ﬁ\ﬁ’b&jdﬁﬂﬁﬁﬁuﬁ(lS)F)TT

logp(y = cf"(x).0) = ?fc (x)
15)

1 w
ﬁﬁ.‘jjlogitsé SquareAttack b I . = loggexp( 2 [ (x))
J, Bomdary Aack(0.1) X b = Houfr, o Ay O ERRS, £(x) £ &
K7 IR BR AR T fW(X)E@%C/I\T—Dﬁo

Figure 7 Hierarchical path prediction

FEXF PUREA I DR 55 o, 3l 1 4 AN e 1k

332 A AR A TASL A5 9 % Jon 380 166 45 453 2 o 5 - TG A K AULA
K(10). RADFXA2)HEE 7 ph A R, 7] DUk 204 4 & 40 2% R 300 8 (16)
B EHEERHARAES . N T ERAEEE .
LWeo,,0,)=
—log(y,=c\y, = chfW(x)) =

—softmax (y, = ¢,; /" (x),0,) - softmax(y, = ¢, /" (x).0,) =

—logp(y, = C1]fW(x)90'1 )~ logp(y, = CszW(x) 0y) =

1 | Zexp( f (x) Zexp( f (x )) (16)
cls (W) + 7Lc15 (W) + log 4 . + 10g ) 1 -
1 ol 1 T
2 Sea(ff0)7  Sew( )"
1 Cls (W) + 1 cls (W) + logO'l + logo-2

1



100 2 1 A

118

Horbt, Lo W) RILy, (W) 53 RIARESECN Wi
Wik Jiky, M2 EEBR Y, 0 REFHLZX
WK, o Me, 0 ARy, My, B IE#IAR .
X (16)F 5 41T 1 A5 REL A K. W) LA
RS E W, o, Mo, R/ MUBEBUR R £

iummﬁﬁﬁﬁﬁwﬁ&;mﬁéﬁmm%
1

(Zﬁmﬂmﬂﬁgoqﬁ@%ﬁﬁiﬁﬁﬁ&ﬁ

RAESS RS H B FAL S IAHEE, B
FIANEA 58 1 P8 (2 S SO0 458 2K b 5P Bk
1o SXPIA L EAA i 2(16) 88 PR 0 2030
VT, R R e AT AR T
333 MEARK

FEYIGRT, 200 STRFAESR HUBEHR B4 73 52
HORF B XA N R ) 0 AT S5 AT LA . AR
(173 MR, o Bt R AN 52 3 R R R 2
(1 34N 2 R i ] 34 AT 557 ik

1

Li(Woy.01,)= TL:I;ISI(W) +
01

| (17
TLilsz(W) +logoy, +logoy,
O
1
L,(W,0,,,05)= O_TLglsl W)+
| 21 (18)
TLglsz(W) +logo,, +logoy,
2
1
Ly(W,05,,05,) = TLilsl )+
31 (19)

1
TLglsz(W) +logoy, + logosy,

32
Hrb, o, TR (RS MESF AT E
Yo Lo, ALY, P AREZKD (be{123) K
7 S5 7 RN 32 T R 7 I8 B 58 SO 40K R
o MGG R ARTIN,  DLREE AR 2
ST BRI ZR, SRR
L =L, (W0,,0,)+
L,(Weo,0,)+ Ly;(W,0,,0,)

4 SLENEESERSH
4.1 FWKE

AL 5256 % Cifar10 F1 Mini-ImageNet 5
i . Cifarl0 24 42 — A H 5700 1 /N 1Y

(20)

HARLE, A 60000 5K R~ 32332 KK, 1X
26 I 4 53 i 10 36 5] . Mini-ImageNet 4 £
& ImageNet 285 £ 1 — 145, H£H 100 4%
Al A 600 K E v, BERE RSN
224x224, AR SCSLEGAE A 9 B BV AN 11 R
FH B AR SO AR, BRI R 3% 5
LR,

x1 MEARER

Table 1 Adversarial attribution scenario

Yk fik B H ZHH A
FGSM Y wRfE: 8/255
BllissfE: 8/255
BIM e
EARIKEL: 20
ResNet18
PGD Yrdiimps: 8/255 ResNet50
EARIKEL: 50 VGG16
DeepFool ERUEL: 50 VGG19
InceptionV1
C&W \ E%FQ 0 Inc.eptllonV3
ARHL: 100 Vit-Tiny/16
. Vit-Tiny/32
SimBA Vit-Small/16
S Vit-Small/32
e
Square Attack ERWAEL: 5000 Vit-Base/32
Boundary Attack
UAP-SGD Yo 10/255

%+ FGSM. BIM A1 PGD Moy, Mo o fiF
W BN 8255, BIM Xy (1 3% A ik $ h 20 K,
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i A C&W Bty A 5L 4 18 ST 1) 2 50U O Bt
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Fr LAXC 5 B 15 B M 10/255 6
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ZHEFHMRL, AR BE AL 200 M AEAAE
RNINGREE, 50 MFEARAE RN EE .
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#*2 Cifar10 BiEEAIXHTAE LRI EE
Table 2 Comparison of adversarial attribution
results on Cifar10 dataset

BOEmElES Yk fik ZEHRI
TE BRI Bk Bl BEK3 Bk Bkl

SMC 96.09% 99.57% 99.57% 68.72% 78.18% 95.03%

fingerprinting 98.03% 99.63% 99.71% 70.90% 79.93% 95.19%
MTAA  96.42% 99.69% 99.81% 69.61% 78.72% 95.29%
HiFi-Net  98.26% 99.72% 99.85% 70.86% 80.04% 95.21%

MAA-HS  99.85% 99.97% 99.97% 72.74% 80.48% 95.63%

#3 Mini-lmageNet ##E & A3 YAE 5 R 7t tE
Table 3 Comparison of adversarial attribution results
on Mini-ImageNet dataset

St A Wi ik ZHEFHEH
TEORKR3 BRe BRI BRI B2 BRI
SMC 91.07% 98.80% 98.46% 58.38% 68.14% 84.30%

fingerprinting 95.27% 99.31% 99.45% 61.52% 70.62% 86.74%
MTAA  91.59% 99.31% 99.09% 59.09% 68.70% 85.37%
HiFi-Net  95.79% 99.53% 99.57% 61.03% 69.13% 86.02%

MAA-HS 98.36% 99.89% 99.89% 63.19% 71.23% 87.49%

Y FE B W R MAA-HS 5 35 i B 5
RS2 EH R KU R, AR T IR
FERE. E 8K 9 73l fE7R T MAA-HS J7VA1E Ci-
far10 £ 45 £ Fll Mini-ImageNet #4842 _F Wi &k
52 AT 1) 7y R UER
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Figure 8 Classification accuracy of attack algorithms and victim

models on Cifar10 dataset
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Figure 9 Classification accuracy of attack algorithms and victim

models on Mini-ImageNet dataset
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Table 4 Attribution results of victim models for
different adversarial examples on Cifar10 dataset

UG RS JAIR3 JEK2 JZIK 1
FGSM 99.81% 100% 100%
BIM 100% 100% 100%

PGD 99.45% 100% 100%
DeepFool 72.00% 80.72% 96.54%
C&W 92.90% 98.36% 99.45%
SimBA 31.45% 47.27% 81.09%
Square Attack 29.09% 51.09% 95.45%
Boundary Attack 30.18% 46.36% 88.18%
SGD-UAP 100% 100% 100%

ME4MESALLEH, Bk DeepFool Al

CEW S, S Teh 5 05 UM A S
IETTHMER . T BBl i E R %
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FEEBAIM ARG R, AR 525 H B
25 A O BURE AR, T A [R] 52 5 5 AT A e
SAHIT, DR B e T 1 52 A A ) 4y S
KK, % T DeepFool fl C&W, ‘EAIIA B ME
2 HH BRI, SR HEE
B 73 SR Aff R A T 2 B0 1 ek o FH s
(1) 52 S5 F A 1) o SRAER R

5 Mini-iImageNet BERRIXNMHEAZTES
RENYAE L5 R KT EE
Table 5 Attribution results of victim models for
different adversarial examples on
Mini-ImageNet dataset

UG G A REIR3 JZR2 =7q!
FGSM 98.90% 99.81% 100%
BIM 98.18% 99.63% 100%

PGD 98.36% 99.27% 99.81%
DeepFool 51.81% 60.36% 87.45%
C&W 52.00% 63.63% 88.90%
SimBA 21.45% 37.27% 63.45%
Square Attack 23.45% 37.63% 70.36%
Boundary Attack 23.63% 41.63% 76.18%
SGD-UAP 100% 100% 100%

4.4 HRASELG

N T VPG MAA-HS AR A Cin2 AT 5%
2], JPEG K46 % . 4y E B AT )
AE, ARSI T HBELK . 3 6 4 Cifarl0 $d
£ R SEIG 45 3, & 74 Mini-ImageNet £ 4/
BRI aE . ERMETH, H1iT
AMEH ZAE 5 MEE R AL 54T B 5
5 EHER A, F2AT B 44T R0
3 B R 46 3 9 95%. 85%. 80% K JPEG JE 47 i
S AR, 55 54T /& JC JPEG JE 4 (1) SE 56 45
CRP A 0 Pupe A AT IH D, 28 6 17 & R AE
FAXEPURE A JPEG iR Z AT A M5 1, 557
1T T B AT SR as 1, BT REH
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R ARPERE P AR —E s, HbiE B A
TEHIPEG AR FIFFE B, R MR TMEHES
FEE 6 4T $RA4IL T B/ TPEG JE 48 157 22 A 46 5 Bt
FEARMSEIGEE R, HLLEIRPUE A, B> IPEG
JE4E R ZE X AR PERE RIS K . R 6 fIR 711
ETATEERRY, PATAORE 52, AR S %
JBEZ B AR OC R, 2 E 42X huE B
X, SRR TR, ReoMERTMHESITL
TEN R AU AR B 55 3 ZRANAL B 2 458 O I S 36 4
R, WTLVEHIERMEGEE TR, XIUE T EA
I7 J2 VR BT A0RE B 23 25 1A R

76 Cifar10 ##E5 LiHR LI 4R
Table 6 Results of ablation experiments on
Cifar10 dataset

FR UG R A7 2 H A
i Pws Bke Bkl BKR3 Bk Bkl
99.49%  99.95% 99.95% 72.26% 80.42% 95.41%
99.09%  99.93% 99.95% 72.32% 80.58% 95.29%
99.59%  99.95% 99.95% 71.83% 79.69% 95.23%
99.15%  99.91% 99.93% 71.31% 78.76% 95.17%
98.80% 99.89% 99.91% 70.74% 79.73% 95.11%
99.41%  99.91% 99.93% 71.97% 79.87% 95.27%
98.28%  99.87% 99.89% 71.65% 79.39% 95.35%
98.40% — —  7030% @ — —
99.85% 99.97% 99.97% 72.74% 80.48% 95.63%

O 0 N AN L R WD =

#*7 Mini-imageNet ##E5E LiHRI LI 45 R
Table 7 Results of ablation experiments on Mini-
ImageNet dataset

A Yrdidaik X HF R
HlREw3 B2 Bl RS RER2 BKI
98.30% 99.85% 99.87% 63.11% 71.23% 87.49%
97.41% 99.81% 99.83% 62.57% 71.06% 87.13%
98.20% 99.83% 99.83% 62.98% 70.14% 87.31%
97.81% 99.79% 99.81% 61.42% 69.92% 87.14%
95.73%  99.53% 99.57% 61.12% 70.33% 86.12%
97.49%  99.77% 99.85% 62.52% 71.01% 87.11%
97.23%  99.77% 99.79% 61.52% 70.84% 87.23%
97.05% — —  60.62% — —
98.36% 99.89% 99.89% 63.19% 71.25% 87.55%

O 0 9 AN W AW N =
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